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Abstract

The study is aimed at the formation of a methodological basis for a comprehensive system protecting critically
important medical infrastructure. As research tools, systemic analysis and synthesis of the current scientific
corpus of 2021-2025 devoted to cyber-protection models, risk management and regulatory-legal aspects of
security in healthcare were employed. A multi-level conceptual model unifying technological, organizational
and process components, thereby ensuring the resilience of the medical-information ecosystem, is described.
Primary attention is given to the protection of EHR: mechanisms for the application of AES-256 encryption,
role-based access control (RBAC), intrusion detection and prevention systems (IDPS) and regulated incident
response plans (IRP) are proposed. The results obtained demonstrate that the reliability of cyber-protection is
determined not by isolated measures but by their synergistic combination, which includes proactive risk
management, continuous threat monitoring and the development of an institutional culture of cybersecurity. The
scientific novelty of the work lies in the systematization of disparate approaches and the development of unified
foundations for constructing adaptive, scalable protection of medical data and services. The conclusions
presented are addressed to managers of medical organizations, information security specialists, developers of

medical IT systems and regulators involved in ensuring the resilience of the national healthcare system.
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1. Introduction

The ubiquitous adoption of digital technologies has formed a multilayered ecosystem integrating electronic
health records (EHR), wearable sensors, telemedicine services and Internet-connected medical devices (IoMT).
Such digitalization, aimed at enhancing the quality and accessibility of healthcare, has simultaneously made the
sector one of the most attractive targets for cybercrime. The Fortinet report records a 42% increase in stolen data
[1]. Critically important medical services, on which patients’ lives and health directly depend, have been placed
under threat. Therefore, the urgent task arises of developing a holistic, scientifically grounded approach to

protecting this vital infrastructure.

The existing scientific gap lies in that most studies focus on individual technical aspects — encryption, network
security, etc. — without proposing a unified conceptual framework that integrates technological solutions,

organizational processes and regulatory requirements.

The aim of the article is to systematize and evaluate the effectiveness of implementing the NIST Cybersecurity

Framework (CSF) for protecting strategically significant sectors: healthcare, energy and the transport complex.

The scientific novelty of the work consists in systematizing disparate approaches and developing unified

foundations for constructing adaptive, scalable protection of medical data and services.

The author’s hypothesis is that effective protection of critically important medical services is possible only
through the creation of a multilayered, echeloned system, whose core is the proactive safeguarding of patient

data at all stages of its life cycle — from generation to archiving and controlled deletion.

2. Materials and methods

In the modern discourse on ensuring comprehensive cybersecurity of critical medical services sources can be
conditionally divided into several thematic blocks: analytical reviews of current threats, the human factor,
protection of IoT devices and medical transport systems, strategic approaches to network security and
architectural models, distributed ledger technologies for electronic medical records and authentication and

encryption methods in accordance with regulatory requirements.

The first block consists of global threat landscape reviews in particular the 2025 Global Threat Landscape
Report by Fortinet [1] This document systematizes information on the most relevant attack vectors against 1T
infrastructure highlighting the growing threat of targeted attacks on medical organizations and critical services

involving advanced malicious modules and exploits.

The second group — studies on the influence of the human factor on the level of information security in
healthcare Nifakos S. and his colleagues [2] conduct a systematic review demonstrating that the main
vulnerabilities remain insufficient staff awareness of secure behaviour principles and a weak cybersecurity
culture The authors emphasize the need to integrate training programmes and phishing attack simulations to

enhance organisational resilience to insider and social engineering risks.
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The third thematic block unites works dedicated to the security of 10T devices in the context of smart hospitals
and medical transport vehicles Bhukya C. R. and his colleagues [3] present a comprehensive analysis of the state
of research in internet-connected medical transport systems pointing out issues of protocol interchangeability
and the absence of a unified security standard In the work by Said A. M., Yahyaoui A., Abdellatif T. [7] an
effective anomaly detection scheme based on machine learning methods for smart hospital systems is proposed
allowing early detection of atypical device behaviour at the initial stages of attacks. Thomasian N. M., Adashi E.
Y. [9], investigating the specifics of I0MT, focus on the politico-practical aspects of resilience against cyber
threats in healthcare, while providing an analysis of the technological risks inherent in medical connected
devices. They emphasize that IoMT introduces a distinct complexity: the convergence of medical criticality
(including threats to patient life) with technical heterogeneity and poor interface standardization results in
traditional enterprise cybersecurity models (applicable, for example, in banking or industrial contexts) not

scaling directly.

Markopoulou D., Papakonstantinou V. [10] concentrate on the regulatory and institutional stratum, analyzing
existing critical infrastructure protection frameworks and revealing deficiencies, particularly in their application
to the healthcare sector. The authors demonstrate that many regulatory regimes suffer from fragmentation, lack
of coherent cross-sector coordination, and lag behind the pace of technological change: regulations are either too
general to be operationally applicable to the specifics of IoMT and clinical processes or excessively rigid,

impeding flexible adaptation.

The fourth block focuses on strategic approaches to risk assessment and architectural solutions Alsafwani N.,
Fazea Y., Alnajjar F. [4] propose a formalised method for assessing network communication risks combining
quantitative and qualitative metrics Tyler D., Viana T. [5] describe the zero trust concept outlining a stepwise
model for transitioning to this architecture in medical organisations where traditional perimeter security
measures no longer provide an adequate level of protection. Hossain S. T. and his colleagues [11] broaden the
review context by elevating the level of analysis to local government administration as the environment in
which critical services, including medical ones, are deployed and operated. In their systematic literature review
they construct a conceptual cybersecurity model for local authorities encompassing risk management
components, resource constraints, institutional capacities, personnel training, infrastructural adaptation, and
inter-level governmental interaction. Tarig U. and his colleagues [12] present a comprehensive multilevel
analysis of loT security based on architectural decomposition: they divide the ecosystem into layers
(connectivity, communication, management) and for each catalog existing attacks, vulnerabilities, and
contemporary defense solutions. This approach enables the identification of spatial and temporal threat
correlations and underscores the necessity of anomaly monitoring using advanced tools (for example,
Al/machine learning) for early detection and response. Their review further highlights threat dynamism and
escalating risks associated with the increasing complexity and scalability of 10T systems, making continuous

updating of attack models and adaptive defense mechanisms imperative.

The fifth block is devoted to the use of blockchain technologies to ensure interoperability of electronic medical
records Reegu F. A. and his colleagues [6] propose a distributed ledger—based framework that provides

immutability of records and patient access control to their data via smart contracts which the authors argue
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significantly increases transparency and reliability of information exchange between institutions.

Sixth block — cryptographic methods of authentication and key agreement within the framework of HIPAA
regulatory requirements Hsieh Y. P. and his colleagues [8] describe an algorithm based on extended chaotic
maps ensuring resistance to known cryptographic attacks and compliance with international standards for

confidentiality of medical data.

In all reviewed works there is a discernible drive towards a comprehensive approach: from risk analysis and the
human factor to implementation of advanced architectures and cryptographic methods However the following
contradictions and gaps are observed First insufficient integration exists between blockchain and zero trust
research the former focusing on data immutability the latter on dynamic authentication and network
segmentation yet integrative models are lacking Second despite the abundance of anomaly detection proposals
little attention is paid to practical validation of these algorithms in real medical scenarios with constrained
device resources Third staff training and motivation are often treated separately from technical solutions
interdisciplinary studies that simultaneously assess the effectiveness of training programmes and their impact on
architectural decisions are lacking Security issues in emergency telemedicine and mobile communication
networks are also under-explored which becomes particularly relevant given the rapid development of remote

medical services.

3. Results and Discussions

Constructing the conceptual basis of comprehensive cybersecurity for significant medical services requires an
integrated, hierarchical approach that far exceeds the scope of a set of individual technical measures. The model
(fig.1) relies on three complementary layers — the technological foundation, the organizational-procedural
superstructure and the security culture. Such an architecture forms a multi-echelon defense (Defense-in-Depth),

within which each level reinforces and mutually insures the others.
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Figure 1: Three-tier conceptual model of comprehensive cybersecurity in healthcare [5, 8, 9]

Fundamental technological layer constitutes the primary line of defense: its principal objective is the continuous
protection of information throughout its lifecycle. Electronic health records (EHR) and other confidential data
require the deployment of high-strength cryptography such as AES-256 both at rest on servers and in databases
and in transit across networks. All communications must be conducted exclusively over secure SSL/TLS
protocols. Network security architecture must adhere to the Zero Trust concept and implement
microsegmentation, thereby isolating critical nodes (EHR servers, loMT infrastructure) from the rest of the
environment and limiting adversarial lateral movement following a perimeter breach. Endpoint protection for
clinician workstations, mobile devices and medical equipment is ensured by EDR/XDR platforms, which not
only block known threats but also perform behavioral analysis to detect anomalies. Continuous event monitoring
and response are accomplished through integration of SIEM systems with SOAR orchestration and automation
solutions. For proactive threat detection, IDPS and APT countermeasure suites leveraging artificial intelligence

and machine learning are deployed to identify zero-day attacks [4, 11].
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Organizational and procedural layer represents the second echelon of protection, defining the regulations and
practices governing the application of the aforementioned technological mechanisms. At its core lies risk
management, including ongoing asset inventory, vulnerability assessment and threat analysis. This process must
be continuous rather than a one-off exercise. A key component is Access Governance. Implementation of a role-
based access control model (RBAC) ensures that personnel have access only to the data necessary for
performing their duties, with permissions reviewed regularly and revoked promptly upon role change or
termination. Compliance with regulations such as HIPAA in the US or GDPR in the EU serves as an indicator
of security system maturity rather than an end in itself. Adherence to these standards facilitates data
confidentiality and the avoidance of substantial fines. An integral element is a detailed and regularly tested
incident response plan (IRP). The document must explicitly define the stages of detection, containment,
remediation and recovery, as well as procedures for communication with patients, regulators and the media
(table 1).

Table 1: Responsibility matrix (RACI) for key cybersecurity processes in healthcare [2, 3, 7, 10]

Process / Role Executive Leadership | IT Director | Information  Security | Staff
(C-level) (C10) Director (CISO)
Approval of IS | A (Accountable) R (Responsible) I (Informed) C (Consulted)
policy
Risk management | A I R C
Incident Response | | A R C
(IRP)
Access | R A C
management
Staff training | C R A
EHR security A R R |
*A — Accountable, R — Executive, C — Consults, | — Is Informed Source: compiled by the author based on an

analysis of best IT management practices

The cultural stratum of cybersecurity constitutes the third, humanitarian echelon of defence, frequently
remaining in the shadows, although it is precisely this echelon that proves decisive. In the absence of a profound
understanding by personnel of their own role, technological and procedural measures lose their efficacy. The
establishment of this culture begins with the conspicuous endorsement of senior management and relies upon
continuous educational interventions directed at all staff. It does not pertain to formal annual courses: an
efficacious strategy integrates frequent concise briefings, phishing-attack simulations, and elements of
gamification. Its ultimate objective is to cultivate in personnel cybernetic reflexes that deter the opening of
suspicious links, ensure the use of robust passwords, and prompt the immediate reporting of any incidents (fig.2)
[4, 6, 8].
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Figure 2: Incident Response Lifecycle (IRP) in a healthcare organization [4, 6, 8]

In the context of healthcare digitalization special importance is attached to the formation of an integrated
multilevel model for the protection of critically important medical services which unites technological
organizational and cultural-behavioral components. The following recommendations for the practical

implementation of this model are provided.

From a technological standpoint the primary task is the comprehensive protection of electronic medical records
based on reliable AES-256 encryption at rest and the use of secure data transmission channels via TLS 1.3.
Network microsegmentation within the Zero Trust framework limits the potential for lateral movement by an
attacker in the event of peripheral node compromise and the integration of EDR/XDR solutions ensures the
blocking of known threats and behavioral analysis for the detection of previously unknown attacks. Continuous
event monitoring via SIEM platforms in conjunction with SOAR modules and intelligent machine learning-

based IDPS systems guarantees timely detection and response to anomalies.

The organizational and procedural level requires an established risk management cycle including regular
vulnerability audits asset registry updates and dynamic threat analysis. The RBAC model should be configured
such that employee access to data is granted on a need-to-know basis and is regularly reviewed upon changes in
job responsibilities. The development and regular testing of an incident response plan (IRP) with clear role
assignments and procedures for interaction with patients and regulators reinforces the organization’s readiness

for rapid recovery after attacks.

Particular attention should be paid to the deployment and testing of anomaly detection algorithms in real-world

conditions of resource-constrained IoT devices and medical transport. The organisation of pilot testbeds will
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allow the evaluation of the effectiveness of various ML models — from extended chaotic maps to neural
network methods — taking into account the specifics of traffic and the computational characteristics of sensors
and subsequently optimising them for industrial conditions.

To ensure system integrity and transparency of data exchange between institutions it is recommended to
combine blockchain solutions that guarantee immutable records and access control via smart contracts with a
Zero Trust architecture that protects every level of network interaction. Compliance with HIPAA GDPR and
domestic regulations will enable new technologies to undergo rapid legal approval and minimize the need for
subsequent modifications [2, 5, 12].

The cultivation of a cybersecurity culture is viewed as a continuous process relying on leadership support at all
levels. Regular phishing simulations concise training briefings and gamified elements for staff contribute to the
development of cyber-reflexes while a reward system for the timely reporting of suspicious incidents
encourages active personnel participation in the overall protection of infrastructure.

Therefore the described three-layer model forms a holistic, integrated cybersecurity framework that
harmoniously unites technological means, regulated processes and the human factor into a single self-adapting
ecosystem. Such a system not only effectively counters already known attack vectors but also possesses internal
evolutionary mechanisms enabling timely responses to emerging threats. The practical implementation of this
concept shifts cyber risk management from a post-factum firefighting reaction to a proactive, strategically
oriented activity, which is the only rationale for ensuring the resilience of critically important medical services

in the context of healthcare’s digital transformation.

4. Conclusion

The conducted research substantiated the conceptual principles underlying the development of a comprehensive
cybersecurity system for critically important medical services. It was established that a point-based approach,
limited to the deployment of individual technical solutions, does not provide adequate protection in the modern
cyber threat landscape. In contrast, the developed concept views cybersecurity as a continuous, all-
encompassing process. At the center of the model is the protection of the most valuable assets — electronic
medical records and patients’ personal data. The technological core of the proposed system comprises robust
AES-256 encryption, a stringent RBAC access control model, continuous monitoring via IDPS and ATP

systems, and a detailed incident response plan (IRP).

The three-tier structure Technologies — Processes — People systematizes existing knowledge and practices,
providing medical organizations with a clear roadmap for creating an adaptive and proactive cyber risk
management system. Implementation of this concept will not only enable compliance with regulatory
requirements but also ensure the continuity of critically important medical services while preserving a high level

of patient trust.

502



American Academic Scientific Research Journal for Engineering, Technology, and Sciences (ASRJETS) - Volume 102, No 1, pp 495-503

References

[1].

[2].

(3].

[4].

[5].

[6].

[71.

8].

[9].

[10].

[11].

[12].

Fortinet. (2025). 2025 global threat landscape report. https://www.fortinet.com/resources/reports/threat-
landscape-report (date of request: 05/20/2025).

Nifakos, S., Chouvarda, I., & Zyga, S. (2021). Influence of human factors on cyber security within
healthcare organisations: A systematic review. Sensors, 21(15), 1-25.
https://doi.org/10.3390/s21155119.

Bhukya, C. R., Sharma, R. D., Bhoi, A. K., & Baz, M. Z. (2023). Cybersecurity in internet of medical
vehicles: State-of-the-art analysis, research challenges and future perspectives. Sensors, 23(19), 5-20.
https://doi.org/10.3390/s23198107.

Alsafwani, N., Fazea, Y., & Alnajjar, F. (2024). Strategic approaches in network communication and
information security risk assessment. Information, 15(6), 1-16. https://doi.org/10.3390/info15060353.
Tyler, D., & Viana, T. (2021). Trust no one? A framework for assisting healthcare organisations in
transitioning to a zero-trust network architecture. Applied Sciences, 11(16), 1-18.
https://doi.org/10.3390/app11167499.

Reegu, F. A., Kumar, M. R., Begum, M. A., & Farheen, A. (2021). Blockchain-based framework for
interoperable electronic health record. Annals of the Romanian Society for Cell Biology, 25(3), 6486—
6495.

Said, A. M., Yahyaoui, A., & Abdellatif, T. (2021). Efficient anomaly detection for smart hospital 10T
systems. Sensors, 21(4), 1-24. https://doi.org/10.3390/s21041026.

Hsieh, Y. P., Huang, C. Y., & Lin, T. C. (2022). Extended chaotic-map-based user authentication and
key agreement for HIPAA privacy/security regulations. Applied Sciences, 12(11), 1-
21.https://doi.org/10.3390/app12115701.

Thomasian, N. M., Adashi, E. Y. (2021). Cybersecurity in the internet of medical things. Health Policy
and Technology, 10 (3). https://doi.org/10.1016/j.hIpt.2021.100549.

Markopoulou, D., Papakonstantinou, V. (2021). The regulatory framework for the protection of critical

infrastructures against cyberthreats: ldentifying shortcomings and addressing future challenges: The
case of the health sector in particular. Computer law & security review, 41, 1-12.
https://doi.org/10.1016/j.clsr.2020.105502.

Hossain, S. T. et al. (2024) Local government cybersecurity landscape: A systematic review and
conceptual framework. Applied Sciences, 14 (13), 1-31. https://doi.org/10.3390/app14135501.

Tariq, U. et al. (2023). A critical cybersecurity analysis and future research directions for the internet of
things: A comprehensive review. Sensors, 23 (8), 1-48. https://doi.org/10.3390/s23084117.

503


https://www.fortinet.com/resources/reports/threat-landscape-report
https://www.fortinet.com/resources/reports/threat-landscape-report
https://doi.org/10.3390/s21155119
https://doi.org/10.3390/s23198107
https://doi.org/10.3390/info15060353
https://doi.org/10.3390/app11167499
https://doi.org/10.3390/s21041026
https://doi.org/10.3390/app12115701
https://doi.org/10.1016/j.hlpt.2021.100549
https://doi.org/10.1016/j.clsr.2020.105502
https://doi.org/10.3390/app14135501

